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i j  In part 11, belou., we identify :he interests we seck t o  prorccc and explain nghv 
u’c find they arc “substantial” interests to wtuch commercial speech interests 
ma)- be required c o  yield. Our  conclusions arc based o n  our view o f  the 
pertinent law. They arc supported by commcnts we received from consumers 
in response to the Qwcst opt-our notice, o n  comments received from 
stakeholders in this rulcmalung, and o n  pri\Tac!. values related to telephonic 
communications that are expressed in the sraturor). and  constitutional law of  
our state. 

3 4  In part 111, below, we explain how our rules directly and materially advance 
protected privacy and free speech and association interests and why the means 
we have chosen are carefully crafted to impinge on any freedoms no more 
extcnsively rhan necessary. We weigh the relative merits of “opt-in’’ and “opt- 
out” privacy protections by considering information in comments, includmg 
polling data and expert analysis related to consumers’ experience with opt-out 
privacy nodccs in other industries, as well as consumer and stakrholdrr 
comments related to Qwest’s recent opt-our notice. 

jj While we are cognizant of telecommunications companies’ commercial free 
speech interests, we a;eigh these interests against very important constitutional 
ralues on thc customer’s side of the equation. One’s ability to keep private 
those communications thar one chooses (and in which one has a reasonable 
expectation of privacy, supported by existing law) serves viral constitutional 
values of privacy and free spcech and freedom of association. Perhaps it is 
obvious, but the telephone is used f o r p ~ ~ ~ i ~ ~ o ~ / ~ ~ / z / ~ ~ ~ ~ ~ ~ ~ / ~  with oihm Iris thus 
an instrument by which these important and protected interests are achieved. 
Wlule we recognize that, at some point, an advance in customers’ privacy 
interests may represent a dminution in companies’ commercial speech rights, 
we cannot ignore that the converse is also true: an increase in commercial 
usage of customer’s CPNI at some point represents a decrease in the 
protection of the customers’ inrerests. 

We have sought to develop rules that are consistent with the US. Constitution, 
with Section 222 and the FCC’s rules interpreting that statute, and with our 
own state laws and constitution. While we respect the FCC’s approach to this 
ropic, we nonetheless make our own findngs about the h n d s  of interests we 
seek to protect and the balance we find i t  necessary to strike between 
consumers’ interests and companies’ interests. 

36 
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37  On the totaliry o f  thcsc considerations, u’c find that t he  FCC’s rules lcavc 
certain substantial privacy, frcc speech and free association interests 
inadcquarcly protected in Washingron Starc. i\s the FCC anticiparccl and 
csprcssly dowed in its order, wc conclude that  the proxrisions of l a u  wc  arc 
cntitlcd and rcquircd to consider and the record bcforc us  require us to  provide 
safeguards more stringent than those required by the FCC’s rules. 

11. MAINTAINING THE STRICTEST CONFIDENTIALITY OF 
AN INDIVIDUAL’S COMMUNICATIONS OVER THE 
TELEPHONE IS A SUBSTANTIAL STATE INTEREST. 

k Because of the nature of services they provide, 
telecommunications companies are necessarily engaged in 
full-time monitoring of private communications. 

38 .As the owners and operators of telecommunications lines, telecommunications 
companies might be said to be engaged in full-time “wiretapping” of the 
phones or equipment that connect to their lines.” Thewirerapping laws plainly 
extend to carriers insofar as carriers might attempt to listen in on phone cako r  
otherwise intercepr the content of what they carry. Aut  addiuonal personal 
information is acquired in setting up calls and billing for them. As we will 
Qscuss below, the wiretapping laws cannot include any blanket prohibition on 
the acquisition, storage, and use of such information, because it is not possible 
ro run a phone network without it. 

Telecommunications carriers possess the c a p a b l y  to track certain information 
that results when subscribers use their telephones. Some of these trachng 
methods are commonly used (e.g., traclilng long-distance calls for billing), whde 
others may be used less frequently (e.g., trackng local &&up calling to Internet 
service providers). 

The technical capability of telecommunications companies to trace and track 
calhng habits, and specifically to identify where and to whom the calls are being 
placed, has resided in the software of elecrronic network equipment for a 

3 v  

40 

I 2  Htiher. Krllug. und Thhurne. Federul Trlecommun,curiot~s Law..$l4.5.2, Zd Ed. ( lVV9 ) .  
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number of years. Although historically the primary use of the information 
companies collected u a s  for forecasting grouth and engnecring the ncnvork to 
handle peak loads, recent federal Icplation has rcquircd companies both to 
cxtcnd the types and amounts of information gathered, and t o  make this 
information available to government entities in certain situations. 

N’ith the passage o f  thc Communications rissistancc for Law Enforccmcnt 
i\ct, o r  CXLEi\, in 1994, a rclccommunications cornpan\’ is rcquircd to:  

41  

[Ejnsurc that its equipment, fachtics or  services that providc a 
customer or subscriber with the ability to originate, terminate, 
or drcct  communications, arc capable o f :  

(1) expeditiously isolating and c n a b h g  the government, 
pursuant to a court order, to intercept ... all wire and 
electronic communications carried by the carrier.. . land] 
(2) . ..to access call identifying information.. . 

(.I) 
transmission.. . 

before, during, or imrnedately after the 

C4LEA, Sec 703 (&I 

In  Section 102 (2) of ChLEA, “call identifying information” is defined as 
information from & a h g  or signaling that identifies “orign, dmction, 
destination, or tcrmination of each communication generated or received by a 
subscriber by means of any equipment.” 

Under the requirements of CALEA, a telecommunications company must at 
least have the capabhty to take thc foollowing actions: 

42 

4 3  

Track local c d s  
Track long &stance calls 
Track feature use 

Track three-way c&ng 
Track conference call participation 
Track 800 calls 
Track 900 calls 

Track answer or no  answer 
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Track lcngth of local calls 
Track local d i d u p  lntcrnct by ISP 

[:or b h g  purposes, local seMcc providers also record information regarding 
thc length o f  long distance calls (regardless of long hsrancc carrier) that 
originate and terminarc on their switches. They may also track the number of 
rings bcforc a phone is ansuwcc i ,  either to start the billing of the long distance 
call, or  in order to forward an  unanswered call. 

4 4  K’hilc a tclccummunications cornpan\. might not accuallv use all of  this 
information on a day-to-day basis, and might not even uack a customer’s usage 
regularly, the technical capability to collect the information is certainly available. 
Withour cerrain rescriccions, the companies potentially could use the 
information for marketing or other purposes. 

B. The development of a marketing database industry has 
turned private information in the possession of any business, 
including telecommunications companies, into a potential 
source of revenue. 

4 5  Many believe, with good reason, that we are lately experiencing an erosion of 
our private sphere-not at the hands of government, but at the hands of 
private enrerprise. Advances in information technology and the search for 
improred efficiencies in productivity, which we herald in other contexts, arc 
driving [he [rend.” As stated in a research paper prepared under auspices of 
t h e  Washington State Attorney General and the University of Washington 
School of Law: 

The information revolution, the affhadon of previously unrelated 
types of businesses, as well as the growth of data mining“ and 

I 3  Scholars have foreseen the threat that database technology poses to personal privacy for some lime. 
“[Mlany people have volced concern ihat the computer. with its insatiable appetite for informallon. 11s 
image of infallibility. and its inability to forget anything that has been stored in it. may become the hean of 

our associalions will be bared to a wlde range ofcasual observers. including the morbidly curlous and the 
maliciously or commercially inmsive.” A. Miller. The Assaulr on Privacy: Compurerr, Dora Bonkr. ond 
Dorriers 3 ( l Y 7 1 ) .  

a surveillance system that will tum society into a [ransparent world in which our homes, our finances. and 

I, 
A standard definition for data mining is the non-trivial extraction ofimplicit. previously unknown. and 

polentially useful knowledge from data. Another definition i s  that data mining is a variety of techniques 
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target marketing have contribured ro a change in dara collcccion 
A consumer’s personal information has the porcntial of being 
bought and sold like any other valuable commodity. 

* * *  

46 There arc currently morc than one thousand companies compiling 
comprchcnsivc databases about indmidual consumcrs, a ten-fold increase in 
jusc five ycars.“ Rathcr than engaging in mass marketing, they focus on 
gathering as much information as possible about specific people to cngagc in 
targctcd or “profile” markcting. By compiling layer upon layer of information 
about specific indwiduals, thcy arc able to produce a profile based o n  income, 
lifestyle, and an enormous variety of other factors.”’ 

Using these databases, i t  is possiblc to identify people by 
what many would consider private aspects of their lives, includng 
their medical conditions, their SAT scores, and their ethnicidcs.” 
Those selected by their personal characteristics can be targeted 
not only by driect marketers, but also by l a y e r s ,  insurance 
companies, financial institutions, and anyone else who has the 
funds to pay for the information.’” 

- information that may be used to 
47 I n  short, there -~ 

predct  indvidual consumers’ recepdveness to offers of particular products and 
services. We ar t  concerned (hat telecommunicauons companies, in their 
efforts to find new sources of revenue; may w i s h m o r  make other financial I - 
- 

used to identify nuggets of information or decision-making knowledge in bodies of  dara. and extracting 
these i n  such a way that they can be put to us? in areas such as  decision support, prediclioii. forecasting. 
and estimation. See hrrn://a,wa docr diic niil/diiiuhu.re.rir,r.l1kei~,hrs:’leicnd~~=.’22 ( this explanation and 
citation IS contained in the original research paper). 

I‘ Mike Haich. Elecrronic Comnrerce in rlre 21“ Cenrury rhe Privorizorion ol’Bip Brorher: Prorecring 
SensiirveIn/brmaiion/rom Comniercial Inrerrsrs in the 21” Cenrury. 27 Wni.Mirrhcl1 L .  Rev. 1457. 1471 
(2lJOl) ciring Roherr 0 ‘Hurrun.Jr. .  Daru Firmi Grrring Too PersunulY, (Wash. Pusl) March X .  I Y Y X  01 A-1  
(this citation i s  contained in Ihe original research paper). 

“ I d .  or 1471 (citation is conlained in [he original research paper). 

Id .  ar 1471 (citation i s  contained in the original research paper). 

Sellir. Ramasastry. Kim. and Sniirh. Consumer Privacy and Dora Prufrcrinn: Prorecring Perronul 

17 

I 8  

ln/nrmaIinn Through Conimercial Besr Pracrices. pp. Y - l l J  (2002). 
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use of records about customer communications. =\s described above, bccausc 
of the nature of the scmiccs they providc, telecommunications companies have 
a window on a large amount of very personal and potentiall), very telling 
information abour their customus. LVc find that it is thcrcforc impcrati\.c K) 

clarify, in the face o f  this potential source of revenue, rhat certain information 
about customers’ communications patterns is off-limits to marketing use and  
d~sclosurc to third parties, at lcasr without the customers’ cxprcss approval. 

Finally, we observe that the rcadr commercial avdabil iv of call detail would 
malic a mockery o f  protection o f  rhat same information from use by 
govcrnmcnt: in the pursuit o f  compelling state inrcrcsts such as the prevention 
and prosecution of crime, i n h i d u a l  law cnforccmcnr agents and agencies of 
government could obtain the information nut only by presentation of a search 
warrant authorized by a judge bur also merely by purchasing i t  from rhc 
company or from any of a number of other commercial database suppliers. 

48 

C. The potential harm from use and disclosure, without 
consent, of individually identiiiable call detail information is 
significant. 

4-c1 We embrace the FCC’s objective of giving consumers a reahtic opportunity to 
control the d d o s u r e  ofinformation about themselves tu parties outside of the 
telephone company. Rut to this we add a second objective of our own: that of 
curbing, even wihin the company, the creation of intrusive new profiles of 
individuals’ communications patterns from what u;ould otherwise be 
anonymous data. We explain both of these objectives in turn below. 

1. Without express consent, the disclosure ofcaU detail 
could cause embarrassment, pecuniaryloss, ora threat 
to safety. 

Fear ofdisclosure could chill citizens’ use o f  the 
telephone to heely speak and associate with others. 

50 Washingtonians have long relied on  the assumption that records ofwhom they 
call and who calls them w i l l  be used only as necessary to provide the service to 
which they subscribe or to bill them for toll service. It is important to consider 
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the cxact intcrcsts that would be harmed by the disclosure of this rypc oi 
information. w h c h  wc dchnc as “call detail.” 

si Jusucc Stewart, in  a disscnung opinion to .Jhv>h t! nfuy/u/id 442 U.S. 735, 748 
(1979) statcd this interest succinctly: 

Most privarc telephone subscribers may have thcir own numbers listed 
in a pubhcly drstributcd &rectory, but 1 doubt thcrc arc an): who would 
be happy to have broadcax to the world a list of the local or  long 
distance numbers thcy have called. Ths is nor because such a lisr might 
in some sense be incriminating, but because it casily could reveal the 
idcntitics of the pcrsons and places called, and thus rcrcal rhc most 
i n t h a w  d c t d s  of a person’s life. 

5.1 The specific kinds of potential harm of such hsclosurc are limitless, but a fcw 
examples are illustrative: 

People who wish to remain anonymous for thcir own safety-such as 
people who are subject ro abuse or stalking or who might be sought for 
retal iat ion4ould bc endangered i f  it were possible for others to obtain 
lisrs of calls by or received by such person’s relatives. 

Peopk, could be screened by prospective employers or  fired from their 
jobs based on perfectly lawful communications with people or  
organizations ro which their prospecuve or current employers object. 

Candidates for political office could face unfair scrutiny based o n  
associadons with organizat.ions and people u%h whom telephone 
records indcate they or their family members have communicated. 

People uishing to intimidate or harass members of particular political 
causes, lifestyles or pracucrs, or religions, could obtain organizations’ 
calling records and with the help of a reverse telephone &rectory, 
determine the names and addresses of people connected with such 
causes, practices, religons, etc. 

Reporters could have sources compromised, despite assurances that the 
sources would remain anonymous. 
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2. Even within a company, call detail is too sensitive to 
be used forprofifing or targeted marketing, withouta 
customer’s express consent. 

56 The consumer interests hscusscd above could be protected, to somc degree 
(chough in our view n o r  aclcquatcly’”) by a rule that simply prohibirs dsclosurc 
of call detail outside the company-r perhaps more broadly, oursidc the 
“corporate f a d y . ”  

Even if it were possible, however, to dcvisc a reliable system to ensure that call 
detail information would not be used in a way that results in any of the ~ypcs  o f  
harm mentioned above, but only to dcvclop profiles of individual consumers 
for d m c t  marketing by the company that scrvcs them, there would s d l  be the 
potential for a serious and substantial invasion of privacy,” with its consequent 
effects on other interests. 

5 7  

S H  To be clear, our goal is not to curb marlietingpttx. W e  accept the premise 
that as consumers, u:e benefit when producers, as a result of knowing 
something about prior purchases we have made, arc better able to inform us of 
goods and serviccs that might bc of usc to us, thereby allowing us to make 
better-informed purchasing decisions. However, where somc hnds  of 
inbrmation are concerned, this benefit is outweighed by consumers’ unwllhng 
loss of control over what they wish to reveal about themselves and for what 
purposes. 

One  consumer advocate recently described the types of privacy invasions that 
could result in the absence of rules prohibiting access to call d e t d :  

S Y  

X consumer desiring a phone number must g v e  personal 
information to the phone company. Information thereafter is 
developed from the consumer’s phone patterns, such as whether 

We are concerned that  the risk of hannful disclosure we describe in the preceding section would increase 2,l 

i f  call detail information were permitted to tlow to additional company personnel or company agents or 
contractors for the purpose ofdeveloping profiles of individuals for largeled markeling purposes. 

By  privacy, we mean the interest in controlling disclosures of private information about oneself. We do 
no1 use the word i o  refer to the interest in not being bothered in one’s home by  sales calls. Consumers have 
other legal l ooka t  their disposal to deal wi th the latter kind ofprivacy Invasion. See RCW IY . /SX . I IO (ZJ .  
which provides that ifrecipient o f a  telemarketing call indicates she does not want lobe called again. the 
marketer must not call again for at least one year and may not sell or give the person‘s name and number to 
other marketers 

I 1  
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the inhvidual makes calls during the workday or calls certain 
phone numbers, like pizza deliver)., cm certain days and rimes o f  
the week. Certain rcpctitivc calls, such as regular calls out-of- 
starc, can give clues as ro thc location and behavior patterns of 
famil), members. The frcqucnc\. and duration of telephone calls 
to health care or insurance providers can give important clues 
about a farmly’s health concerns. An observer can run consumers’ 
call patterns through computerized screens to find consumers 
with “dcsirablc” behavior patterns. Only the observer’s ethic wtU 
hmit the ends and means for using the information. More 
importantly, a company can secretly target the consumer without 
revealing how cxtcnsivcly these phone patterns made the 
consumer’s personal life an open book.” 

60 A group of state attorneys general expressed similar concerns to the E’CC in the 
wake of Qwest’s issuance of irs poorly received opt-out notice in January of 
2002: 

Whtlc h e  carriers might not disclose this highly valuable 
information to their competitors, they would disclose this 
information to markcring partncrs for the purpose of jointly 
marketing products and senlces unrelated to the customers’ 
current service selection and even unrelated to 
telecommunications services entirely. For instance, carriers could 
enter into joint marketing arrangements with providers of certain 
types of medcal products, and send solicitations to the homes of 
customers who call certain types of doctors or other health care 
providers. Sidar ly ,  carriers could enter into contractual 
arrangements with telemarketers to sell the telemarketers the 
names of customers who call certain retailers, or who access the 
web for a certain period of time or at a certain time of day. The 
type of information that telemarketers and joint marketing 
partners would find useful, and therefore be willing to pay for, is 
limitless. Telemarketers would use t h l s  infinite variety of CPNI 
information in selecting targets for an infinite variety of  

Lerrrr dared Mu), 2Y. 20112 io rhr Urilirirs Divi.uion q/rhr  Arizonu Curporuriun Coiirmi.~sionjrom Lindy 2 2  

Funkoxwr.  Direcror ol’Arirona ‘.r Rerrdcniial Uliliy Cun.sunlcr Onice. quoted at p. I5 of Commrnir o/ 
Puhlrc Coun.rel. Airorrrey Generul n/’Wu.~hfngron (May 22.2002) in this proceeding. 
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Laumakcrs havc  acted in ficlds such as rhcsc,” to ensure thc confidcntidity of 
particularly sensitive information. A s  \vc will d~scuss bclow, lawrnakcrs in h s  
starc have actcd a l s o  in the field of tclccommunications privacy. 

6 3  Unhkc the Fee, we arc concerned that a significant privacy intcrcst, rccohfizcd 
by our state law and within the reasonable expectations o f  Washington 
consumcts, would be compromised by a rule allowing a tclccommunications 
company to engagc in daca mining and profile-building of its customers’ 
communications patrcrns, even if only for the company’s own targeted 
marketing ~ U I - ~ O S C S .  To provide some specific examples, w c  find that the 
following practices, described either as a hypothetical possibility or as a current 
practice by commcnters in this rulemalung, arc too invasive of customer 
privacy to allow unless the company first obtains express customer approval: 

. Monitoring customers’ hourly, daily, or weekly call volumes and calls 
ansu,ered/unansu:ered, for use as a tool in approachmg the customers 
and sclling particular services to help thcm bettcr manage their 
telccommunicarions. Q w . r / ? ~ @ d  72, 2002 comt//emsu/puge 6. 

Monitoring customers’ called telephone numbers to identify customers 
who might be receptive to an optional toll plan that offers a flat rate for 
calls made to other customers of that company. I4nkuHiMuy22, 2002, 
comtmnts a t p p  9. 

Monitoring the monthly amount a customer spends calling a particular 
area code to develop a sales lead list of customers who might be 
receptive to a plan that has special rates for calls made to a particular 
area code. Sprint? A4uy 22,2002 co?//tnents utpuge 2,. KTTA ? A , f q  77,2002 
cun/tim+ts a/puge 2. 

15 Cahle Cosinrunicuiions Polrcy Acr ol IYX4 (47 lJSC.$SZl el ieq..  $61 I / :  Video Pri?YIcy Prorecrion AcI of 
I Y H N  ( I X  rlSC,$27111. $2711). Pr iwcy  o/ Conrunier Finuncial und Heulrh Infornfalion. Chuprer 284-04 
WAC. Fair Crrdir Reporring Acr (15 USC .$I681 el .veq.); See also, (iruninr-Leach-Blileycy Financial 
Modernizarion Acr ( 1 5  U.S.C. 4 6XIJI); Elecrronic Comniiinicorionc Privacy ACI o/’lYXII (I8 USC,$1367. 
.+ 2232. $ 2 5 / l l c r . ~ e y . .  .$2701 erreq..  .$3117. ,43121 el  .rcy.l: Elecrronic Fund Tran.?/erAcr / I 5  USC3’ 
I I IYJI ;  Comnifuiiculionr A.mrrunce.lhr h a ,  Enforcrmenl Acr oI ’ lYY4 (47 USC.$$lOOl-l.lO: ,$IO2I: IX 
USC$ZS221: Driver Prrvacy Proreclion AcrofIYY4. undavumended in I Y Y Y  ( I 8  USC,$,$2721-2725): 
Family Educurion Rifihrr and Privacy Acl o/ 1974 R I I  U S C f l 2 3 2 g i ;  Federal Privacy Acr (5 USCfSSZa); 
Righf Io Financial Prrvucy AcroflY7X (12 lJSCJ14lJl e r s e y . ) .  
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6 4  K’c find rhar rhesc uses of call d c r d  consrirutc a privacy invasion for  which a 
cornpan!’ should be required to  obtain express, opr-in cusromcr conscnr. Thc 
crcauon of thcsc profdcs wirhour customer consent is, in irsclf, an invasion o f  
privacy, cvcn if thc information ncvcr makes i t  i n to  the hands o f a  third part!. 
\\’e arc also conccrncd thar such pracucca incrcasc thc risk thar cornpanics will 
uninrcnrionally disclose very  scnsiti\rc information t o  third parries rhrough 
dishoncsr company agents or employees, o r  through negligence. ’‘ In orhcr 
words, parr of our objective is ro allow cusromcrs ro control t he  crcarion of 
new points o f  exposure ro their privacy. 

Also, as we havc cartier observed, if  cusromcrs fear an invasion o f  privacy 
when rhey use the telephone, rhcg arc less likely to use the telephone ro spcak 
rc1 and  associate with orhcrs. We do not wanr to adopr rules thar would chill 
these acriviries. 

62 

D. Under existing Washington law, it is well established that 
telecommunications companies hold telephone calling 
records for a limited purpose--to deliver service and to bill 
for it. 

rib Undcr Washington sraturcs it is both a criminal offense’. and a basis for civil 
Liabhr)‘” for anyone co inrercepr or record privarc communications mansmirred 
by relcphone withour obtaining the consent of all rhe parries co the 
communication prior ro each such inrercepuon or recording.’” Washington’s 

Our record includes numerous complaints that opt-out directives to Qwest in  January and February o f  
this year were not recorded by company staff A t  issue was protecting customer information from 
disclosure to third patties, according to Qwesl’s opt-out notice. “when i t  is commercially reasonable to do 
so.” ’’ Under RCW 9.73.080. anyone who violates RCW 9.73.030 i s  guilty o f n  floss misdemeanor. 

28 RCW 9.73.060 provides: -Any person who. directly o r  by means of a detective agency or any other 
agenr, violates the provisions o f th is  chapter shall be subject to legal action for damages. to be brought by 
any other person claiming that a violalion of th is statute has injured his business, his person, or his 
reputation. A person so injured shall be entilled to actual damages, including mental pain and suffering 
endured by  him on account o f  violation of ihe provisions ofthis chapter. or liquidated damages computed 
at the rate of one hundred dollars a day for each day o f  violation. not IO exceed one thousand dollars, and a 
reasonable attorney’s fee and other costs oflltigation.” 
2 v  RCW 9.73.030 provides: ‘7 I )  Except as otherwise provided in this chapter. i t  shall  be unlawful for any 
Individual. pannership, corporatioil. association. or the state o f  Washington. i ts agencies. and political 
subdivisions to intercept, or record any 

(a) Pnvale communication transmitred by telephone, telegraph, radio, or oilier device 
between two o r  more individuals between poinrs within or withoui the state by  any 



GENERAL ORDER NO. R-505 
DOCKET NO. UT-990146 

NOVEMBER 7, zoo2 
PAGE 25 

prohibition on ~-iolaring a person’s right to privac) is similar, but not idcntical 
10 fcdcral statures pertaining to wiretapping o f  interstate and foreign 
communicarions. Both U’ashington and Federal lau, plainly cstcnd co phone 
companies, 
phone calls o r  o thcnv isc  intercept thc content of the calls they carq.i2 

A s  a matrcr of obvious necessity, howevcr, there arc some broad exceptions 
under statc and federal criminal statutes for the activities of 
telecommunications companies. Most importantly, Washington’s statutory 

prohibition o n  intercepting or r c c o r h g  such communications docs not apply 

ill 

i l  particularly insofar as a company mighr attempt t o  lisccn in o n  

67  

to: 

any activity in conncction with services provided by a common 
carrier pursuant to its tariffs on file with the Washington utilities 
and transportation commission o r  the Federal Communicarion 
Commission and any activity of any officer, agent or employee of 
a common carrier u.ho performs any act otherwise prohibited by 
this law in the consu-uction, maintenance, repair and operations of 
the common carrier’s communications serviccs, facilities, or 
equipment or incident to the use of such services, facilities or 
equipment.” 

device rlectroiiic or otherwise designed to record andlor transmit said 
communication regardless how such device is powered o r  actuated, without first 
obtaining the consent of all the panicipants in the communication” 

“ ‘See 4 7  USC.$ 605(~) (“no person receiving. assisting in receiving, transmitting. or assisting in 
transmitting. any interstate or foreign communication by wire or radio shall divulge or publish the 
existence, contents, substance, purport, effect. or meantng thereof, except through authorized 
channels . . .”) 

” For example, inslore v .  Riley. 121 W n . 2 d 2 2  (IYY3)). a cnminal defendant alleged that US WEST had 
violated the statute by using a trace device to identify the number from which someone was repeatedly 
placing calls to the access number o f a  long distance provider in an apparent attempt to discover the access 
codes ofthe long distance provider’s customers. US West gave the information to police and the police 
used i t  to obtain a search warrant. but the court analyzed whether US WESThad violated the law. The 
court found i t  had not because either ( I )  a Wacer device does not intercept a “private communication” 
within the meaning ofthe act. or assuming i t  does (2) i t  was nonetheless permissible for the phone 
company to establish a line trap IO trace hacking activity as part of  its “operations” under RCW 9.73.070. 
The legislature later amended ch. 9.13 RCW to extend the protections o f the  statute to “the originating 
number o f  an instrument or device from which a wire or electronic communications was transmitted”-the 
information recorded by a trap and trace device like the one at issue in Riley. RCW Y. 73.260; I Y Y X  Wash. 
L u w  ch. 217,sec. I .  

” RCW Y. 73.(17/1(/). 

I >  Hither. Kellogg. Thurne. Fcdwnl Te/ecommunim~iuns Low. 20d Ed,, $ 1 4 . 5 . 2  (IYYY). 
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6 x  An important way in w h c h  t h e  federal wirctap law and Washington’s privacy 
law differ is in how the! rreac information of the  type conrained in roll records. 
Fcdcral courts have held that a phone company’s dsclosurc of a customer’s toll 
records, including numbers called and t he  lengrh of the conversation (again, 
what ou r  rule would label “call detail”), is not a violation of the federal wirctap 
statute.” By contrast, as the Washmgton Supreme Court has stated: 

The State of Washngton has a long htstory o f  extending srrong 
protections to telephonic and other electronic communications. 
For example, RCW 9.73.010, w h c h  makes it a misdemeanor for 
anyone to wrongfully obtain knowledge of a telcgraphc message, 
was enacted in 1909 and is based o n  section 2342 of  the Code of 
1881. The 1881 Code, adopted before statehood, extensively 
regulated rclegraphic communications. See Code of 1881, $$ 
2342-62. O u r  present statute is broad, detailed and extends 
considerably greater protections to o u r  citizens in this .. rcgard than 
do comparablc fcderal statutes and rulings [hercon.” 

6~ Under Washington statutes, the kind of “communications” that are not to be 
intercepted include not just the content of the conversation benveen the 
parties, but also the simple act of daling from one telephone number to 
another.”’ 

70 RCW 9.73.260 specifically provides that a court order is required for any 
person to use a “pen register” (a device that identifies all outgoing local and 
long &stance numbers dialed, whether the call is completed o r  not) or a “trap 
and trace device” (a device to record the number of an incoming call) on 
someone’s phone Line, and only law enforcement officcrs may petition for such 
orders.” 

See. e.#. U.S. L‘. Barrer.  4Y2 F Zd I S 0  (u‘” C i r ~  /Y73). jl  

”Srure v .  Gunwol l .  /(I6 Wn 2 d 5 4 .  66. 

Sro!c w .  Riley. / 2 /  Wn.2d 22. 34 ( IYY3): Store Y .  Gunh,u//. 106 Wn.2d 54. 69 (1986). 
” Again, telecommunications companies‘ equipment is necessarily exempted from the definition o f  pen 
register: 

In Private communication under RCW 9.73 includes ”the dialing from one relephone number lo anoLer.” 

such term does no! include any device used by a provider or customer of a wire or 
electronic communication service for billing, or recordmg as an incident to billing. lor 
communications services provided by such provider or any device used by a provider or 
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Conscitucion. The concomicant &closure to rhc cclcphonc 
company, for internal business purposes, of rhc numbers dalcd 
by the telephone subscriber docs not alter the caller’s expectation 
of privacy and transpose it into an  assumed risk of disclosurc to 
the government.” 

73 To be clear, we recognize that search and seizure law is concerned with 
intrusions o f  p r i v a c ~ ~ ~ ~ o v e r n m e n t - n o t  by private enterprise. We 
noncthclcss find t h e  courts’ a n a l y s v  be relevant 
to our analysis. In determining the extent o f  the Fourth Amcndmcnt’s 
protection againsr warrantless searches, and the Washington Constitution’s 
prohibition against being l s tu rbcd  in one’s private affairs, courts have been 
called upon to dcfinc the sphcrc within which a citizen has a “reasonable 
cxpcctation of privacy.” “I We find this “reasonable expectation of privacy” 
inquiry ro be much closer to the mark of what constitutes a substantial interest 
€or First Amendment purposes than the apparently more restrictive test posited 
in Qwest’s comments. Qwest suggests that we have a substanrial interest 
(within the meaning of the Cem‘dHudon tesr of rcgulatory burdens on 
commercial speech) only in protecting information thar, if dsclosed, would be 
“highly offensive” to a reasonable person to whom it  pertained. Qwedmmwnh 
d/Pfurd 21, 2UU2,p. 71. Qwest notes that this is the standard for the tort of 

-- - 

’’ Sfare Y .  Gunwall. 106 Wn.2d 54.  67 (lYH6). ctrtng People v. Sporleder 666 P.2d 135. 141 (Colo. 19x3). 
40 

4 1  Qwest also pointsout that this i s  the statutory standard for determining whether someone has a right to 
privacy in a particular piece of information. held by the government, that i s  sought for disclosure under 
Washington’s Public Disclosure Act (PDA). RCW 42.17.250, el seq. The RCW 42.17.255 standard for 
determining whether there i s  a right to privacy in information sought for disclosure IS “ifdisclosure of 
information about the person: (I) would he highly offensive lo a reasonable person. and (2) is not of  
legitimate concern to the public.” We find this too narrow a standard for our “substantial interest” analysis. 
The Public Records provisions ofthe PDA are suffused with the policy that citizens have a right to know 
what the governmental agencies they have created are doing. RCW 42.17.251. This “government in the 
sunshine“ policy i s  so important that the drafters ofthe citizen’s initiative, Initiatfve 216, chose to draw 
narrowly the individual‘s countervailing inlerest in the privacy ofpublic records that pertain to himselfor 
herself. We note. however. that  when the purpose o fa  disclosure request under the PDA is  merely 
commerciaL-as opposed to serving the central policy o f  open government-the pnvacy protections of the 

individuals when such l i s l s  are requested for a commerclal purpose. RCW 42. 17.2611(Y). Moreover. the 
more specific disclosure cxemptlonslprivacy protections of the PDA include information similar to what we 
seek to protect with our ru les .  See e.6. RCW42.  1 7.310 la) (Personal information in  any files maintained 
for students in  public schools, patients or clients of  public institutions or public health agencies. or welfare 
recipients), (1) (Any library record, the primary purpose ofwhich is to maintain control o f  library materials. 
or to gain access to informallon. which discloses or could he used to disclose the identity o f a  library user). 

See Karz 1’. U.S .  389 U.S. 347 (1Y67). 

Public Disclosure ACI are far broader. In fact, agencies are expressly iiot authorized to disclose lists Of 
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invasion o f  privacy (“pubhcity givcn t c )  prii.atc lifc”) under thc Rcstatcmcnt 
(Second) of Torts‘at 652D. iVc d o  n o r  read the IOih Circuit’s decision as 
circumscribing the government’s authority so narrowly as to allow us to place 
burdens only on company speech that would othcruisc constitute a tort .  11 tort 
standard makes sense only when applied to the facts of a particular case.‘: Ton  
kw is aimed at providmg rcmcdw for particular wrongs. O u r  rules necessarily 
have broader application because they are aimed at prcsening customers’ 
privacv and freedom of speech and association by reducing the risk of the 
occurrence of such wrongs. 

E. Consumer comments following the Qwest opt-out notice 
reflect an expectation of privacy in telephone records. 

7 4  During the course of t h ~ s  rulemahng, Qwest Corporation began sendng  opt- 
out notices to ics cusromers in Washington, a s  u:ell as in the other thirtccn 
states u.here iris the regional Bell operating company. Qwest’s noticcs required 
customers to opt-out if they wished to prcvcnt use and disclosure of their 
personal account information, despite the opt-in requirements of Washington 
rules. Qu;est’s tactics wcre nidely rcporred in the rado,  celcvision, and 
newspaper media, and many customers objected. Specific customcr objections 
will be discussed below, but the general sendment of telecommunications 
customers was that personal account information should be protecrcd unless 
the customer gves express permission for other uses. Customers also objected 
strenuously to the use of their private information by the telephone company 
itself to market other services to them. 

75 The inescapable conclusion of the recent Qwest experience (consisrcnt uith the 
legal analysis of the preceding section) is that customers believe their 
telecommunications companies have a duty to protecr privatc information 
about them. Customers werc astonished and angered at the notion that their 

( n n )  (The personally identifying Information of persons who acquire and use lransit passes and other fare 
payment inedia including. but not limited to, stored value smarf cards and magneric strip cards]. 

See e.g.. Hi l l  v. MCI WnrldCom. 141 F.Supp.Zd I205 iZOi11) (Under Iowa law, telecommunications 
camier’s alleged disclosure of phone numbers and addresses of customer’s friends to customer’s ex-husband, 
who had previously stalked. threatened. and harassed customer. gave rise IO claim for invasion of privacy 
based on the theory of publicizing private facts. where the facts disclosed would have been extremely 
embarrassing. highly offensive, and potentially dangerous IO a reasonable person in customer’s situation. 
and the information disclosed was not o f a  Icgiiimate concern to ekhusband).  

4 2  
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telecommunications company might be able t o  disseminate information about 
them based o n  the assumprion of their consent. 

76 Hcgmning in midDecember 2001, Q w s t  mailed a bdl insert to its customers, 
purportedly putting rhcm on notice that the company intended to USL' and 
disclose CPNl for marketing purposes. Customers who objected t o  this usc of 
their private account information were told to contacr the company to opt out. 

Customers who understood the company's intendcd use of their information 
objected strcnuously and loudly. D u r i n g j a n u q  2002, ncwspapcrs in this state 
published many letters from consumers who argued that Qwest was abusing its 
position as their provider of local telephone scrvicc and violating the 
customc'ts' privacy rights. Newspaper editorials chastised Qwcst for fahng to 
respect its customers' privacy and exhorted regulators to act firmly to stop the 
intendcd practices.'' The WUTC received over 600 comments from 
customers. The customer response u;as extraordinary for the WUTC. To our 
knowledge, no policy issue has generated this many unsolicited comments from 
mcmbers of the public over any period of time, let alone in onc 

7 7  

78 hlost of the custumers who commcnted simply voiced their opposition to the 
Company's requirement that they opt ou t  in order to avoid commercial use of 
their privare information. Others went further and made statements such as: 
"This is invasion of privacy and I thought it was Illegal." Similar statements 
were made by nearly every commentcr who went beyond "I am opposed to 
opt-out.'' However, some cornmenters went still further and commented on 
the nature of the relationship between them and their telecommunications 
company. 

7~ Those who commented about the relationship werr unanimous in what they 
s ad .  Wlth striking consistency, they stated that they view the relationship as a 
limited one in w h c h  thry pay the company to provide telephone service and, to 

IJ Src. q.. Elizoberlr Huvde. Phone Company Rmgs Cirrioniers' BriLr: Will Qwevr Ever Gel /he Vo ice  
Mail:' .  The (Vuncouver, Washingion) Columbrun, Januacv X. 211112: Edtroriul, Mukr "Opl Our " Ea.sier,for 
@ws/ Con.sirmerc. The flaconiu. WaAhingron) New\ Trrhime, Janirar) Y.  21102: Opinion, Q w e i  '.s Twin 
Wreck. The S e o i i l v  Times, Junuary IY .  2'11112. 

The only inslance in which cuslomer colnmrnts erceeded these in the space o f a  month was during a 
suike by the Communications Workers of America against U S WEST. The strike lasted a month and tens 
of lhousands of orders went unfilled. with the result that 750 people without dial tone contacted the WUTC 
IO comnlain 

q4 
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rhc extcnr they must provide information to establish scwice o r  t o  complctc a 
call (&ala number), they consider that the relationship docs not cntitlc the 
company to do anything with that information but use i t  r o  provide senrice. 

Sonic cxarnplcs of what people stated in e-mads to the \\'UTC: x o  

%'hen 1 subscribc t u  an!. scn~icc, uhcrhcr i t  be thc u d n .  
cornpan!', the gas company, or  the phone company, I am 
protidmg information to thcm solcly because h e \ :  rcquirc i t  
before they will provide a service to me. 

I nccd a tclcphonc; thcreforc, 1 do business with Qwcst. 1 did not 
ever grant them permission to make money off of me, to solicir 
from me, to provide information about me to anyone for any 
reason. 

They are providmg us a service that we have contracted for. We 
are not here to provide them with unlimited information which 
THEY can sell to the lughest bidder. 

We arc paying them for phone service. Our phone usagc is our 
private business. 

Thc indwiduals supplicd rhe information to thc respective 
company for the singular purpose to contract a business 
relationship with that company. '\U information should be held 
private between the participants of that business relationship. 

X I  One comment spoke drectly to the issue of non-dsclosure in business 
relationshps: 

My clients are major corporarions. Every single one of them 
requires me to sign a n o n - d d o s u r e  statement prior to my even 
talking to them about how my services might help them. These 
non-d~sclosure statements also forbid me to discuss what the 
company is doing when using my services and what services 1 am 
providing them. If I did nor sign those non-disclosure agreements, 
1 would not  be able to get a n y  work. 
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Clcarlv, customers d o  nor  believe that thcir tclccommunicarions company has, 
as an assumed or implied extcnsion of the customers’ purchasc of scnicc,  
permission to usc or disclose the cusromcrs’ CPNI as  the company plcascs. 
Neither d o  cusromcrs bclicvc i t  is enough, with rcspcct to all possible uses and 
all types of CPNI,  thar cusromcrs should only have noucc and an opportunit\, 
r o  rcvokc such Implied permission. 

111. OUR RULE IS NARROWLY TAILORED TO PROTECT 
CONSUMERS PRIVACY AND FREE SPEECH AND 
ASSOCIATION INTERESTS WITHOUT UNDULY 
BURDENING LEGITIMATE COMMERCLAL SPEECH. 

xz Having defined the interesrs we aim to protect, we now turn ro the means. 
Commenters have proposed two generalmethods for ensuring that a 
customer’s privare account information is not used or dsclosed in a manner 
that is inconsistent with the customers’ expectations o r  wishes: opt-in and opt- 
out. Opt-out (implied approval) is shorthand for a method in which companies 
provide a customer notice of what the company intends to d o  with information 
about the customer and the customer is presumed to have assented to the use 
unless he or she takes some action to revoke that presumed permission. In 
other words, the cusromer must “opr out” of the company’s proposed plan to 
use o r  d d o s e  the customer’s information. 

x i  Opt-in (express approval) refcrs ro a method of determining a customer’s 
preference in which rhe company must convince the customer to take some 
affirmauve step to register thar approval of the use proposed by thc company. 

The opt-out method places a lesser burden on companies’ 
use of customer account information, but recent experiences 
with its use demonstrate that it needs improvement. 

k 

y4 The  companies favor the use of the opt-out method. Qwesr claims that of thc 
two methods, opt-out is the only one that results in a large enough percentage 
of customer “approvd” to justify the expense to the company of even trying to 
obtain such approval for marketing use. We are sympathetic to t h ~ s  problem in 
those circumstances in which it is unlikely that customers would strongly 
object, and might actually benefit from, the company’s proposed use. The 
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cxpcriencc with the Ques t  opt-out noticc, we arc adopting prolrisions to 
improve the visibility and content of the notices and t o  make it casicr for 
customers to rcgster theit dsapproval. 

B. Opt-in makes it more difficult for companies to obtain 
approval, but because it is less likely to result in accidental 
approval by the customer, it is appropriate for use where 
customers’ privacy expectations are highest. 

87 number of thc tclecommunications company commcntcrs objected to an 
opt-in requirement bccausc it puts the burden on  thc companies t o  ovcrcomc 
inertia by enticing customers with promises of specific benefits. We h a w  no 
Icason to doubt Qwcst’s assertion that it Ucly wdl not gain customers’ opt-in 
approval in anything approaching the same numbers as chrough the opt-out 
method. We accept for argument’s sake that many customers who might not 
actually object to the proposed use uill nor take the time to read such a 
sohcitation and regster their approval. 

\We find, however, that an opt-in approach is far less likely to result in the 
customer's accidental approval of the use of his or her private account 
information. For this reason, where the potential harm of unauthorized 
disclosure is most serious and where customers’ reasonable expectations of 
privacy are most solidly rooted in existing law, we find it necessary to require 
companies to obtain customer’s opt-in approval. 

The schematic in Table 1 may be helpful to illustrate the consequences of our 
decision regardng where we find opt-in approval is necessary to protect 
customer’s reasonable privacy expectation, where opt-out is sufficient in light 
of companies’ commercial speech inrcrests, and where n o  approval is 
necessary. 

xx  

X Y  
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TABLE 1 
I 

drduueto 

marketing use 
in-company 
but out of can de td  
category 

marketing use 
in-company 
and in 5ame i category 

_ _ _ _ _  

I 

frype of Information 3 
less sensltive information more sensave information 

(e.g., you calkd a catain n u h e r  on a certain (e.g.,  youswnd$Xper monthonin-statelong 
dstarce) date) 

express msiomer permisson (‘opt-n”) required 

notice and customer dsapproval mechanism 0 (oEt-oul) rewired 

no approval reqwed 0 
90 The whole box, in Table 1, represents the universe of indwidually identifiable 

customer proprietary network information and ever). use to w h c h  it might be 
put (aside from delivering seivice, billing for service, or  responding to 
rcquircmcnts of other applicablc laws). The differcnt degees  of shading in 
various parts of the box havc the meaning set o u t  in the key at thc bottom of 
the illustration. 

YI Imagine that the ypes  of information that companies possess about their 
customers are arrayed on a continuum from the left to the right of the box, 
with the least “private” or sensitive at left edgc and the most private at the right 
edge of the box. Next imagine that the qpes  of uses to which the companies 
might put such information are arrayed o n  a continuum from the bottom to 
the top of the box. At the very bottom are those uses that are most likely to be 
within customers’ expectations about how a company would use information 
about them and that are therefore unhkely to upset reasonable privacy 
expectations. At  the cop are those uses that a customer would least expect, 
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